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SOCIAL MEDIA AND ONLINE COMMUNICATION POLICY
Purpose

Standing Tall in Hamilton Inc. (STiH) recognises the important role that social media and online communication
platforms play in community engagement, program promotion, volunteer recruitment, fundraising, education,
and communication. STiH is committed to ensuring that all online interactions and social media use align with:

e the organisation’s values

e the Child Safe Standards

e the STiH Code of Conduct

e privacy and confidentiality obligations

e respectful and professional behaviour expectations.

This policy provides guidance for the safe, appropriate, and responsible use of social media and online
communication platforms by all persons engaged with STiH.

Scope

This policy applies to all:
e Committee of Management members
e employees
e volunteers and mentors
e contractors and consultants
e students and mentees enrolled in the program
e any person authorised to represent STiH online.

Confidential Information

Confidential information means any information relating to STiH, its operations, students, volunteers, families,
staff, schools, donors, or stakeholders that is not publicly available and is reasonably expected to remain private.
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Social Media and Online Platforms

Social media and online platforms include, but are not limited to:

e Facebook e blogs and forums

e Instagram e podcasts

e LinkedIn e messaging applications

e TikTok e online discussion groups

e Snapchat e video conferencing platforms

e YouTube e any future digital or online communication
e X (formerly Twitter) platforms.

e Threads

Program Participants

Program participants include:

e Committee members e students and mentees
o staff e parents/carers participating in STiH
e mentors and volunteers activities.

e contractors and consultants

Policy Statement

STiH supports the positive use of social media and online communication to:

e promote the work and impact of STiH e recruit volunteers and supporters

e strengthen community engagement e communicate with approved program

e support fundraising and awareness participants and stakeholders.
campaigns

STiH also recognises that online communication can create risks to:
e child safety e organisational reputation
e privacy e professional boundaries.
e wellbeing

All program participants are expected to act safely, respectfully, ethically, and professionally when engaging
online.
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Responsibilities of All Program Participants

All program participants must:

1.
2.

N

Use social media and online communication responsibly and respectfully.

Behave online in a manner consistent with:

the STiH Code of Conduct

Child Safety and Wellbeing Policy

Privacy Policy

all other organisational policies and procedures.

Maintain appropriate professional and personal boundaries at all times.

Protect confidential and private information relating to:

e students and families

e volunteers and staff

schools and partner organisations

e STiH operations and activities.

Ensure that posts, comments, messages, images, videos, or other online content:

e are respectful and appropriate

e are not offensive, discriminatory, threatening, harassing, bullying, defamatory, or unlawful
do not place children or vulnerable persons at risk

e do not damage the reputation of STiH or other participants.

Not falsely represent themselves as speaking on behalf of STiH unless authorised to do so.
Not use STiH logos, branding, or official imagery without approval.

Ensure information shared online is accurate and factual. If an error is made, reasonable steps should be
taken to correct it promptly.

Comply with all applicable laws and regulations, including those relating to:

e privacy

e copyright and intellectual property

e discrimination and harassment

o defamation

e child safety

e confidentiality.

10. Understand that online activity may remain publicly accessible indefinitely, even if later deleted.

Child Safety and Online Communication

STiH is committed to maintaining safe and appropriate boundaries between adults and young people at all
times, including in online environments.

1.

Mentors, volunteers, staff, contractors, and committee members must not:

e communicate with students or mentees through any personal or professional social media platform

o '"friend", follow, connect with, or interact with students or mentees on social media

e communicate with students or mentees via email, text message, direct message, online gaming
platforms, chat applications, or any other electronic communication platform
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e exchange personal phone numbers, email addresses, social media details, or other personal contact
information with students or mentees

e engage in any form of online communication or digital contact with students or mentees outside of
approved STiH processes.

2. All communication with students must occur through STiH staff, parents/carers, schools, or other approved
adults as determined by STiH.

3. STiH does not permit mentors to engage in online mentoring, virtual mentoring, or direct electronic
communication with students under any circumstances unless expressly authorised by the Program
Manager and approved by the relevant parent/carer and school.

4. Online communication must never:

e involve inappropriate language, content, images, or recordings

e involve sharing personal, private, or intimate information

e occur in a manner that is secretive, excessive, or outside approved STiH processes
e place a child or young person at risk of harm, exploitation, grooming, or abuse.

5. Any actual, attempted, or suspected breach of these requirements must be reported immediately to the
Program Manager and managed in accordance with STiH Child Safety, Reportable Conduct, and Complaints
Management procedures.

6. Failure to comply with these requirements may result in disciplinary action, including removal from the
Standing Tall in Hamilton mentoring program.

Photographs, Videos and Media Content

Photographs, videos, stories, or identifying information relating to students or participants must not be shared
online without appropriate consent. STiH will:

e obtain written consent prior to publishing identifiable images or information

e store media securely where practical

e remove content where consent is withdrawn where reasonably possible.

Program participants must not independently post any photos or identifiable information about students or
mentees involved in the program.

Official STiH Social Media Accounts

Only authorised personnel may administer or publish content on official STiH social media accounts. Persons
managing STiH accounts must:

e ensure content aligns with STiH values and policies

e maintain respectful and professional communication

e monitor comments and interactions appropriately

e remove inappropriate content where necessary

e ensure child-safe practices are maintained at all times.
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Video Conferencing and Online Meetings

Where STiH facilitates online meetings, mentoring activities, training sessions, or events:
e approved platforms must be used
e participants should join from appropriate shared or professional spaces where possible
e private or inappropriate settings (such as bedrooms or bathrooms) should be avoided
e confidentiality and privacy must be respected
e mandatory reporting and child safety obligations continue to apply at all times.

Privacy and Confidentiality

Program participants must not:
e share confidential information online
e disclose sensitive information about children, families, volunteers, or staff
e post incident details, complaints, or child safety matters on social media.

All online communication must comply with the STiH Privacy Policy.

Breaches of Policy

Breaches of this policy will be taken seriously. Depending on the nature and severity of the breach,
consequences may include:

e education or corrective action

e restriction of online access or responsibilities

e disciplinary action

e termination of employment or volunteer engagement

e removal from participation in STiH activities

e referral to external authorities where required.

Concerns regarding breaches of this policy should always be reported to STiH management or the Committee of
Management.

Related Policies and Documents
This policy should be read alongside:
e Child Safety and Wellbeing Policy
e Reportable Conduct Policy
e Privacy Policy
e Code of Conduct
e Complaints Handling Policy
e Volunteer Handbook.
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